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1. OVERVIEW AND PUBLICATION PARTICULARS  
 
Document History  

Version Amendmen t Date Purpose Author 
Draft 0.1 23/05/07 Initial Draft M Westrop 
Draft 0.2 14/06/07 Draft after consult a t i o n DT&CH of ICF &NJ 

(see minut e s) 
M Westrop 

Draft 0.3 05/07/07 Draft after documen t e d comment s from 
Reviewer s (see detai l below) 

M Westrop 

Draft 0.4 18/07/07 Draft changes afte r ICF alteration s to draft (see 
ICF document 0.3 reviewed) 

M Westrop 

Draft 0.5 26/07/07 Changes incorpo r a t e d after clarifi c a t i o n from 
ICF (see corre s p o n d e n c e) 

M Westrop 

Draft 0.6 02/08/07 In line with 0.6 Code of Practice   M Westrop 
Draft 0.7 08/08/07 Corrections after question s put to ICF   M Westrop 
Draft 0.8 16/08/07 Update following CISG review S Tilley / D Thomas 
Draft 0.9 30/08/07 Syntax; reinstate c apitalised S in Standard.  M Westrop 

v1 04/09/07 Update to v1 following BTAG approval C Hobbs 
 

1.1 12/03/09 Changes for Governmen t GCSx require m e n t s M Westrop 
1.2 08/04/09 Update from review commen t s C Hobbs/J Walker 
1.3 15/04/09 Amended page breaks and tables & storage 

parag r a p h 
C Hobbs 

1.4 17/04/09 Amended storag e paragr a p h after meetin g with 
SB 

C Hobbs 

2.0 22/04/09 Approved by BTAG C Hobbs 
2.1 28/05/10 Reviewed and no change s repres e n t e d to 



 

2.1 May 2010 CISG Members Birmingham City Council & 
Service Birmingham 

 

 
 
Document Approval by Birmingham City Council  
 Version Date Name Role 

1.0 04/09/2007 BTAG Approving Body 

2.0 22/04/2009 BTAG Approving Body 

3.0 02/06/2010 BTAG Approving Body 

4.0 20/07/2011 BTCG Approving Body 

 
 
Overview  
 
Authority a Birmingha m City Council – Assistant Direct or Performance & Informatio n Division 
Owner b   
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2. PURPOSE OF THE LABELLING AND HANDLING STANDARD  
 
The Birmingham City Council Information Security Labelling and Handling Standard contains 
security rules to protect information controlled by the council, or by a third party on behalf of the 
council e .  The council requires all those within the sc ope of the Standard to follow these rules to 
protect the confidentiality,  integrity and availability of council information.  
 
The handling and labelling rules apply to information classified according to the scheme set out 
in the Birmingham City Council Information Security Classification Standard.   This has been 
changed to fit in with the 2008 Government Securi ty Policy Framework.  From April 2009, 
Birmingham City Council participates in the Secure  Government Intranet ‘GCSx’ network. This 
means that the council has harmonised its securi ty classifications to cope with information 
shared between the Government and the council: RESTRICTED, PROTECT and Not changed thv venfoMarkedEMC 
/Span <</MCID 4 >>BDC8m April 2009, 
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3. STANDARD PARTICULARS  
 
This Standard should be used in conjunction with the Birmingham City Council Information 
Security Classification Standard which sets out three specific Information Security 
Classifications used by the council: RESTRICTED, PROTECT and Not Protectively Marked.  
 
At all stages in its lifecycle, information should be labelled with its Security Classification and 
handled with the degree of caution necessary for that Security Classification.  Practical advice is 
set out in the Birmingham City Council Information Security Labelling and Handling Code of 
Practice. Managers are responsible for deciding th e Security Classification of information 
and the handling procedures in their own business area in line with legislation, financial 
or audit regulations, Government requi rements (including Government Connect h) and 
the particular requirements of their business area.  
 

Information Lifecycle Summary 
 

Lifecycle 
stage 

Key principles. 
These are supplemented with practical advice in the 

Information Security Labelling and Handling Code of Practice.  
 

Acquisition 
and 

Creation 

 
When infor m a t i o n is acqui r e d or creat e d, it must be given its Inform a t i o n Securit y 
Classifi c a t i o n and handl e d appro p r i a t e l y for that Inform a t i o n Securit y Classifi c a t i o n and 
any addit i o n a l parti c u l a r requi r e m e n t s.   
 
Birmingh a m City Council manag e r s have a respon s i b i l i t y to class i f y infor m a t i o n which 
must be clear l y label l e d with its secur i t y class i f i c a t i o n.  Files must be marke d with the 
highe s t secur i t y level that has been given to any item of infor m a t i o n withi n that file.   
 

 
 

Storage 
 

Wh e n anyon e store s infor m a t i o n on any counc i l equip m e n t i  the store d infor m a t i o n must 
be relev a n t to their dutie s and this must only be done in the cours e of those dutie s.   
 
This restr i c t i o n does not apply to infor m a t i o n tempo r a r i l y store d as a resul t of perso n a l 
use of email or the Intern e t.    
 
The counc i l reser v e s the right to monit o r and inves t i g a t e any infor m a t i o n store d on its 
syst e ms. 
 
All infor m a t i o n files must be label l e d with the highe s t level of secur i t y class i f i c a t i o n 
requi r e d withi n the file. Handlin g rules for each class i f i c a t i o n are descr i b e d in the 
Information Security Labelling and Handling Code of Practice.  
  

                                            
h  Government Connect is a network between central government and every local authority in England and Wales, known as GCSx 
(Government Connect Secure Extranet).  
i  This includes personal and shared network drives and local hard drives 
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Lifecycle 

stage 
Key principles. 

These are supplemented with practical advice in the 
Information Security Labelling and Handling Code of Practice.  

 
 
 
 
 
 
 
 
 

Access 
 
 
 
 
 
 
 
 

Access right s to infor m a t i o n (manual or compu t e r infor m a t i o n syste m s) shoul d be role-
based and not indiv i d u a l l y-based: that means that a parti c u l a r indiv i d u a l can acces s 
RESTRICTED or PROTECT informa t i o n in the cours e of their work only if their job or role 
with i n the coun c i l just i f i e s this.  See the coun c i l ’ s Access Control Standard for furth e r 
guid a n c e.  
 
Access to infor m a t i o n class i f i e d as RESTRICTED and PROTECT, (which will inclu d e all 
sensi t i v e perso n a l infor m a t i o n), must be limit e d to those autho r i s e d to view it.   
 
RESTRICTED or PROTECT informa t i o n must alway s be safegu a r d e d by authen t i c a t i o n 
forma l i t i e s, whate v e r stora g e syste m is used j .    
 
Informa t i o n share d throu g h the GCSx Governme n t Connect netwo r k must be Processe d 
only on equip m e n t owned by the counc i l and conne c t e d to the counc i l ’ s netwo r k s 
dire c t l y k  and kept on counc i l-contr o l l e d premi s e s.  Other infor m a t i o n, (but never 
infor m a t i o n avail a b l e to GCSx), may be proce s s e d remot e l y as set out in the Flexible and 
Remote Access Standard.  
 

 
 
 
 
 
 
 

Prints, 
copies or 

other 
portable 
media 

 

 
Portable infor m a t i o n may be held on paper (for examp l e, prints and copie s) or other non-
digita l media or porta b l e elect r o n i c memor y (for examp l e, CDs and memor y stick s). It 
must be label l e d with its Securit y Classif i c a t i o n.  Access to porta b l e infor m a t i o n must be 
restr i c t e d solel y to relev a n t peopl e and infor m a t i o n must be store d secur e l y in order to 
preve n t unaut h o r i s e d acces s.  Files must be marke d with the highe s t secur i t y level that 
has been given to any item of infor m a t i o n in that file . 
 
All porta b l e use of RESTRICTED informa t i o n shoul d be recor d e d in an audit log l . 
 
Unless it is delib e r a t e l y reass e s s e d and re-class i f i e d, porta b l e infor m a t i o n inher i t s the 
same Inform a t i o n Securit y Classif i c a t i o n as the origi n a l from which it was copie d.  
Portabl e infor m a t i o n shoul d be appro p r i a t e l y label l e d with its Inform a t i o n Securit y 
Classif i c a t i o n.  Informa t i o n relea s e d under the Freedom of Inform a t i o n Act must be 
class i f i e d as Not Protect i v e l y Marked. 
 
It is the respo n s i b i l i t y of the perso n using copie d or porta b l e data to keep it secur e l y.   
It is a manag e r ’ s respo n s i b i l i t y in their busin e s s area to decid e what porta b l e handl i n g 
needs to be speci f i c a l l y autho r i s e d.   
 

                                            
j Authentication formalities are the procedures used to verify the identity of the person using the information and record and  limit their access to the information: for example, the person who 

gains access must have a unique identity and secret password; they must be formally authorized and granted an identity before t hey gain access;  they should have access levels appropriate 

for their job duties, etc.  Full controls are set out in ISO27001.  

k Direct connections do not pass through the internet or networks  not owned and managed by the council.  For example, Blackberry connections to GCSx data are not permitted.   

l An audit log template is available on the PSPG database.
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Lifecycle 

stage 
Key principles. 

These are supplemented with practical advice in the 
Information Security Labelling and Handling Code of Practice.  

 
Retention, 
Back Up, 
Archiving 

and 
Destruction 

 
When mobil e devic e s and porta b l e memor y devic e s are due to be de-commi s s i o n e d, the 
perso n respo n s i b l e for the infor m a t i o n on those devic e s must consi d e r if the infor m a t i o n 
shoul d be retai n e d, archi v e d or destr o y e d.   
 
Informa t i o n which is due to be destr o y e d is alway s class i f i e d as RESTRICTED.   
 
Refer to your Directo r a t e ’ s reten t i o n sched u l e s and the Records Management Policy for 
advic e about wheth e r the infor m a t i o n shoul d be retai n e d, destr o y e d or archi v e d.         
 

 
 
 
 
 
 
 
 
 

Transfer 
and 

Exchange of 
Information 

It is presu m e d that all infor m a t i o n which not prote c t i v e l y marke d will be avail a b l e to the 
publi c under Freedom of Inform a t i o n rules, unles s there is a legal oblig a t i o n not to 
excha n g e this infor m a t i o n.  Protecti v e l y marke d Informa t i o n shoul d not be excha n g e d or 
trans f e r r e d unles s there is clear justi f i c a t i o n and autho r i s a t i o n. When infor m a t i o n is 
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4. ROLES AND RESPONSIBILITIES   
 
Role Organisation Responsibility 
Employees, agency staff, 
electe d member s or other 
public represe n t a t i v e s, 
trustee s, third parties under a 
contract, employees of 
assoc i a t e d organ i s a t i o n s or 
volunt e e r s 

All within Scope To comply with this Standard & related documents. 

Corporate Management Team Birmingham City 
Council 

To manage and mainta i n contro l s which limit access 
to information as required in this Standard. 

Intelligent Client Function – 
Business Policy Manager 

Birmingham City 
Council 

To make sure the Information Security Labelling and 
Handling Standard m e e t s busin e s s needs and is 
reviewed annually as a minimum; 
 
To make manage r s aware of the requir e m e n t s of the 
GCSx Code of Connection.  

Birmingham City Council 
Manager s  

Birmingham City 
Council; Service 
Birmingham on 
behalf of 
Birmingham City 
Council. 

To manage informa t i o n labelli n g and handlin g locally 
within the organis a t i o n and to decide the appropr i a t e 
informa t i o n securit y classif i c a t i o n for each databas e; 
 
To provide suitable training about the security 
Standards and Policies and to communi c a t e this  
Standard and the Code of Practice to Staff; 
 
To make third party organisa t i o n s aware that the 
counc i l ’ s Information Security Labelling and Handling 
Standard is the minimum requirem e n t when 
informat i o n is exchange d; 
 
To communi c a t e issues and anomal i e s back to the 
Corporate Management Team. 
 
To underst a n d and follow the requir e m e n t s of the 
GCSx code of connec t i o n when dealin g with 
Government Connect information. 

Head of Records 
Management Service  

Birmingham City 
Council 

To advise on records managem e n t within the 
council.  
 

5.    EXCEPTIONS  
There are no exceptions to this Standard. 

6.    ENFORCEMENT  
 
Any member of staff who contrav e n e s this Standard may be investigated under the council’s 
disciplinary procedure and, where appr opriate, legal action will be taken. 
 
Third parties, partners and other  individuals within the scope n  of this Standard, who contravene 
its terms, may have their right to handle council information revoked and may jeopardise their 
relationship with Birmingham City Council.  They may also face legal action.     
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