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1. OVERVIEW AND PUBLICATION PARTICULARS
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2. PURPOSE OF THE LABELLING AND HANDLING STANDARD

Th Birmingham City Council Information Security Labelling and Handling Standard &

b D ndiifh

b ©. THils HESeikD

f iiiin

THatEn D

;] Birmingham City Council Information Security Classification Standard. THb
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3. STANDARD PARTICULARS

TES il Birmingham City Council Information
Security Classification Standard s
CHiRESTRICTED, PROTECT eNtPivVi

Athgipid HSHCHE
Higizih SCh Pt
21 :] Birmingham City Council Information Security Labelling and Handling Code of

Practice. Managers are responsible for deciding th e Security Classification of information
and the handling procedures in their own business area in line with legislation, financial

or audit regulations, Government requi  rements (including Government Connect ") and
the particular requirements of their business area.

Information Lifecycle Summary

Lifecycle Key principles.
stage These are supplemented with practical advice in the
Information Security Labelling and Handling Code of Practice.
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Creation 753 )
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Information Security Labelling and Handling Code of Practice.

Storage

" Government Connect is a network between central government and every local authority in England and Wales, known as GCSx
(Government Connect Secure Extranet).
' This includes personal and shared network drives and local hard drives
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Lifecycle
stage

Key principles.
These are supplemented with practical advice in the
Information Security Labelling and Handling Code of Practice.

Access
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Remote Access Standard.

Prints,
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portable
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j Authentication formalities are the procedures used to verify the identity of the person using the information and record and  limit their access to the information: for example, the person who

gains access must have a unique identity and secret password; they must be formally authorized and granted an identity before t hey gain access; they should have access levels appropriate

for their job duties, etc. Full controls are set out in 1ISO27001.

k Direct connections do not pass through the internet or networks not owned and managed by the council. For example, Blackberry connections to GCSx data are not permitted.

| An audit log template is available on the PSPG database.
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Lifecycle Key principles.
stage These are supplemented with practical advice in the
Information Security Labelling and Handling Code of Practice.
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4. ROLES AND RESPONSIBILITIES

Role Organisation Responsibility
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5. EXCEPTIONS
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6. ENFORCEMENT
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